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PABOYASA NPOrPAMMA YYEEHOW OAUCLUMUNINHbBI

B1.0.03.06 be3onacHocTb MHPOPMaLMOHHO-aHANTUTUYECKUX CUCTEM

1. Wndp n HanmeHoOBaHUe HanpaBreHUs NOAroToBKMU/cneumManbHOCTH:
10.05.04 N'HhopmMaLUMOHHO-aHaNUTUYeCKMe CUcCTeMbl 6e30nacHoOCTU

2. Mpodunb nogrotoBku/cneuymnanusaumm: WMHdopmauymoHHass ©6e3onacHoOCTb
PMHaAHCOBbBIX U SKOHOMUYECKUX CTPYKTYP

3. KBanudwmkauums (cteneHb) BbinyCKHMKa: Cneumanuct no 3awmre nHgpopmaumm
4. ®opma ob6pa3oBaHUA: OYHas

5. Kadegpa, oTBevawowas 3a peanusauMio OUCUMNNUHLI:  Kadegpa
mMaTemaTU4eckoro aHanusa

6. CoctaBuTENM NporpaMmmbl:
Hangtok dununn Onerosud, KaHg. pus.-maT. HayK, OLEHT Kadeapbl MaTeMaTn4ecKkoro
aHanusa

7. PekomeHpoBaHa: HaydyHo-meToanyecknm CoBeTOM MaTeMaTuyeckoro cakynbteTa,
MpoTtokon Ne 0500-03 ot 24.03.2022

8. YuebHbIn roa: 2025/2026 Cemectp(-bl): 7



9. Llenu n 3apgaum y4ye6HOM ANCLUUNIINHDBI:

B pesynbTate nsyyeHunsa 6a3oBon Yactu Lmkna oby4yaroLnncs OMKeH:

3Hamb:

- CYWHOCTb W MOHATME uHGOPMauMK, WHGOPMALNOHHON 6Ge3onacHOCTU W
XapakTepUCTUKY ee COCTaBALMX;

- UICTOYHMKKN N KnaccmudmKaumio yrpo3 MHopmaLmMoHHoON 6e3onacHoCTy;

- OCHOBHble cpeactBa UM cnocobbl  obecnevyeHnss  MHGOPMaLMOHHON
6e30nacHOCTU, MPUHLMMNBI MOCTPOEHUS] CUCTEM 3aLUUTbl MHOPMaLW;

- OCHOBHbIE BUAbI U Yrpo3bl 6€30NacHOCTN ONepaumoHHbIX CUCTEM;

- OCHOBHble CcTaHgapTbl B 00MacT WH(OKOMMYHMKALUNOHHBIX CUCTEM U
TEXHOSIOrUM;

- 3alUNTHbIE MEXaHN3Mbl 1 cpeacTBa obecnevyeHns ceTeBon 6e30nacHOCTY;

- cpeacTBa U MeToabl NpefoTBpaLLeHnss U OBHapYXEeHUS BTOPXKEHWI;

- OCHOBHble OTeYyecTBeHHble U 3apybexHble cTaHgapTel B obnacTtu
KOMMNbloTepHOM B6e3onacHoCTy;

- OCHOBHble MEeTOAbl OpraHu3auMoHHOro obecneyeHnss WHPOPMAaLMOHHON
©e3onacHocTu cneuunanbHbix AUNC;

- NIOTMKO-JTIMHIBUCTUYECKNE OCHOBbLI 06pabOoTKN AaHHbLIX U 3HAHMI B cneumarnbHbIX
ANC;

- METOO0NIOrM4YeCcKne OCHOBLI, MeTOAbl M CpeaAcTBa MOAENMPOBaHNS NPeaMeTHOMN
obnacTtu cneymanbHbix AUC;

- MEeTOAOoNiIorM4yeckne OCHOBbl, MeToabl WM cpeacTBa  MOAENUPOBaHUS
cneuyunanbHbix AUC;

- MeTodbl MOCTPOEHUS W  UCCNeAoBaHWA  MaTeMaTU4yecKkux  Moaenemn
cneuyunanbHbix AUC;

- MeToAdbl MNNaHMPOBAHUS M ONTMMU3ALMM KOMMBIOTEPHBIX SKCNEPUMEHTOB C
Moaensamm cneuunanbHbix AUC;

- MeTodOoNnormyeckme  OCHOBbI, MeToAbl W  cpeAcTBa  MOCTPOEHMs
pacnpegeneHHbix cneymanbHbix AUC;

- cucTeMbl pacnpeaeneHHon 06paboTkn faHHbIX, UCNOSb3yeMble B CneunarbHbIX
ANC;

- HoOpMmaTuBHytO ©0asy, pernaMmeHTUMpylLy0 CcO34aHMe W 3KChfyaTauuio
cneyunanbHbix AUC;

- HasHayeHne 1 knaccudukaumo MHHPOPMALMOHHBIX N aHANUTUYECKUX CUCTEM,
CUCTEM YNpaBIiEHNS;

- IPUHUMNLI 3KcnnyaTauun n conposoxaeHns AUC;

ymemsb:

- KnaccuguumpoBaTtb 1M OLEeHUBaTb Yyrpo3bl MHGPOpPMaLMOHHOM 6e3onacHOCTU Ans
obbekTa nHpopmaTmsaumm;

- dopmanusoBaTtb NpeagMeTHyl obnacTtb C uenbk co3gaHus 6a3 gaHHbIX U
9KCNEePTHbIX CUCTEM,;

- NCNOnb30BaTb MOAENW AaHHbIX W 3HAHUW ONSA pelleHUs CTaHOapTHbIX 3ajad
aBToOMaTU3aLumu;

- pewaTb 3agayuM  uccnegoBaHust  cneuuanbHbix  AUC  meTogamm
MOAENMPOBAHWS;

- NPUMEHSATb A3bIKOBbIE, MPOrpamMMHbIe 1 annapaTHble cpeacTBa uUccreaoBaHua
3(P(PEKTUBHOCTN  TEXHOMOIMYECKMX  npoueccoB  obpaboTkm  uHopmaumm B
cneumanbHbix AUC;

- pewaTb 3ajadyMm  MNOCTPOEHWA W dKchnyataumm  pacnpegeneHHbIX
aBTOMATU3NPOBAHHbIX CUCTEM 0OPabOTKN OAHHBIX;



- NpOoeKTMpoBaTb M conpoBoXdaTb Tunosble crneunanbHble AVC, nokanbHble
ceTu;

- NPUMEHATb 3alUMLLIEHHble MPOTOKOMbl, MeXCeTeBble 3KpaHbl M CcpeacTsBa
oBHapyXeHWs1 BTOPXKeHU s 3awmTbl MHOpMaummn B CETSX;

- OCYLLECTBNSATb MePbl MPOTMBOAENCTBUSA HApPYLLEHNSIM ceTeBon 6e30nacHOCTM C
MCNOMb30BaHMEM Pa3fMYHbIX NPOrpaMMHbIX M annapaTHbIX CPeacTB 3allnThbl;

- nonb3oBaTbCA CcpeacTBaMy  3alUMThl, NpPeaoCTaBfSIEMbIMU  CUCTEMAaMMU
yrnpasneHus 6asamu gaHHbIX;

- NPUMEHATb OTeYeCTBEHHble W 3apybexHble CcTaHgapTbl B obnactm
KOMMbIOTEPHON Ge3onacHOCTM AN MPOeKTUpoBaHus, pas3paboTkM U OLEHKU
3aLlMLULEHHOCTN KOMIMbIOTEPHbLIX CUCTEM,;

grademsn:

- HaBblkamu 6e30MacHOro  MCMNOSIb30BaHUS  TEXHUYECKMX CPeacTB B
npodeccnoHanbHON AeATeNbHOCTH;

- HaBblkaMX  MOOENUPOBAHUSA  TEXHOSIOrMYECKMX npoueccoB 0b6paboTku
nHdopmauum B cneumanbHblx AWC c 3agaHHOM CTeneHbld  CTaTUCTUYECKOM
HaOEXHOCTU Pe3ynbTaTos;

- HaBblkaMW UCCredoBaHMA MaTeMaTUYeCcKUX MoAenen TexXHOMOrmyYeckmnx
npoueccoB 06paboTkn nHdopmaumm B cneunansHbix AVIC ¢ uenblo oueHKn KayecTBa n
onTUMM3aLMN XapaKTepuUCcTuK cneymansHbix AUNC;

- HaBblkaMW aHanM3a W CUHTEe3a CTPYKTYPHbIX U  GYHKUMOHAIbHBbIX CXEeM
TEXHOSIOrnM4yeckmnx npoeccos 06paboTkn nHopmauum B cneunansHeix AUC;

- HaBblkamu BblbOopa ©n  oOOCHOBaHWA  KpuTepueB  3(PPEKTUBHOCTH
dyHKUMOHUPOBaHUA crieumansHbeix AUC;

- HaBblkaMK aHanM3a NporpaMmMHbIX peanu3auuni;

- MeTogaMmn u cpeacTBamMu BbiSiBfieHUsT yrpo3 6e30nacHOCTU KOMMbHOTEPHbBIM
cucrtemawm;

- MeTodaMm MoAeNnMpoBaHusi 6e30MacHOCTU KOMMbKOTEPHbLIX CUCTEM, B TOM
yncne, MOAENUPOBAHUSA yNpaBfeHUst OOCTYNOM M WMHAOPMALVOHHLIMKA MOTOKaMn B
KOMMbIOTEPHbIX CUCTEMAX;

- OCHOBaMu MapLipyTu3auMm W ynpaerieHUsi MOTOKaMW B CeTAX nepedaydn
NHopMauuu;

- NPOCTENLLUMMM MEeTO4AMM KpUNTOrpadonyecKkoro aHanumsa;

- npocTeMwu MM MeTogamMm aHanusa 0Ge3onacHocTM  KpunTtorpaduyeckmx
NPOTOKOJIOB.

10. MecTo y4yebHOM AncUMNNUHbLI B cTpyKType OOI:

OucumnnuHa  «be3onacHoOCTb  MH(POPMaUMOHHO-aHANMUTUYECKUX  CUCTEM»
OTHOCMKTCS K 06A3aTeNnbHON 4YacTn 1 BXOAUT B rpynny yd4ebHbix ancumnnuH "MeTtoabl u
cpeactBa  obecnedeHus  MHopmauuoHHon  6esdonacHocTn"  dPepepanbHOro
rocygapCTBeHHoro obpasoBaTenibHOro CTaHgapTa BbiCLIEro npogecCUoHanbHOro
obpasoBaHnda no HanpasneHuto 10.05.04 «MHpOpMaLUNOHHO-aHaANUTUYECKNE CUCTEMBI
6e3onacHoOCTU».

OucumnnuHa  «besonacHoCTb  MHMPOPMALUMOHH-aHANUTUYECKUX  CUCTEM»
GasnpyeTcss Ha 3HaAHUAX, MOMYYEHHbIX MO AUCKPETHOW MaTemMaTuKe, UH(OpMaTUKe,
YUCNEHHbIM MeTo4aM U MeTogamM ONTUMU3aLIUN.

MpnobpeTeHHble B pesynbrate o0O0y4YyeHUs 3HaHMSA, YMEHUS W  HaBblKK
NCNOnb3YyTCA B paMKax nocnenyowmnx npeaMmeToB:



npUHUMNDbI

NOCTPOEHUS,

NPOEKTUPOBAHUS 7

aBTOMAaTU3NPOBAHHbIX VIHCbOpMaLI,VIOHHbIX CUCTEM,

aKcnnyatauunmn

- ynpasrieHne MHOopMaLMOHHON 6e30MacHOCTbHO.

11. MnaHupyemble pe3ynbTaTbl OOy4YeHUSA MO AUcUUNIMHE/MOoAyM (3HaHUSA,
YMeHUsi, HaBblKkW), COOTHECEHHble C MMaHUpPyeMbiMU pe3ynibTaTaMu OCBOEHMS
o6pa3oBaTenbHOM NporpaMmmbl (KOMNETeHUUAMU BbiNYCKHUKOB):

Kopn HaseaHwne Kog(bl) WHankaTop(bl) | NnaHnpyemble pesynbTaTtbl 06ydeHus
KOMMNEeTEHL MM
Or1K-6 Or1K-6.2 3HaTb: aTanbl pa3paboTku
KOMMbIOTEPHBIX MOoAenemn
CnocobeH npu pewienni CUCTEM, TMpPUMEHSIEMble NpU  3TOM
npodeccuoHanbHbIX
TEXHOMNormm CTPYKTYPHO -
3afa NpoBepATL PYHKUMOHANBHOMO 1 06bEKTHOIO
BbIMOJIHEHME
TpeboBaHuii 3aLMThI MpuMeHseT BM3yanbHoro MoAennposaxuns,
nHdopMaLmm oTeyecTBeHHble | 1€XHONorMn opraHusaun n
OrpaHNYEHHOro A0CTyna 3apybexHbie nposeaeHUA CTaTUCTUHECKOro
B MH(OPMaLMOHHO- CTaHAapThbl B KOMNbIOTEPHOTO MoaennpoBaHus
aHaNUTUYECKNX obnactu KOMMbIOTEPHbIX CUCTEM.
cucTeMax B KOMIMbIOTEPHON YMeTb: aHanM3npoBaTb afeKBaTHOCTb
COOTBETCTBUM C 6e3onacHocTu MoZenu W pesynbTaTbl MOAENBHOIO
HOPMaTMBHbLIMU ans 3KCNEepUMEHTa, conocTasnss
MpaBoOBLIMK aKTaMu U MPOEKTUPOBaHNA, | Nony4yaemble n nnaHupyemsble
HOPMaTMBHbLIMM paspaboTku u pesynbTaThl.
METOANYECKNMHU OL€HKH BnageTb: MpakTUYeCKUMU HaBblKaMu
AOKyMEHTaMn 3almLeHHoCTH NPUMEHeHNs1 CpeacTB U TEXHOIOruiA;
®depnepanbHoi Cnyxo6bi KOMMbIOTEPHBIX co3naHus, nNaHMpoBaHus
besonacrocTn cncrem aKCrepyMeHTa U TecTMpOBaHUs
E)OCC””CKOM Gv)enepau,mm, KOMMbIOTEPHBLIX ~ MOZENEN  CIOXHbIX
€AepanbHov CryXoel cuctem (maccoBoro obcnyxuBaHus,
MO TEXHWUYECKOMY U
3KCMOPTHOMY KOHTPOIO repenatin MHd)Op'YIaU'MM’
KOHPIMKTHOTO B3auUMOAENCTBUS
cUCTEM).
OrkK-11 OrkK-11.2 3HaTh:
D0a3oBble MOHATUA MHAOPMALUOHHO-
aHanNUTUYEeCKMX CUCTEM, OCHOBbI WX
CrocobeH ocyLecTBAsTL CO3[aHusa U NPUMEHEHWST; aKTUBHbIE U
CUHTE3 TEXHONOMMIA 1 naccusHble MeTobl cbopa
OCHOBHbIX KOMMOHEHTOB CnocobeH MHbopmaLny
yHKLMOHaNbHOW 1 pa3pabaTbiBaTb YMETb!
obecreunBaioLLel CUCTeMy 3alluThl | OCYLLECTBNATb MOHUTOPWHT
yacTen co3gaBaeMbIxX MHdOopMaLmm NMHGOPMaLIMOHHOM 6esonacHocTn
MH(OPMALIMOHHO- MH(OPMALIMOHHO | aBTOMAaTU3MPOBAHHbIX cucTem,
QHaNMUTUYECKMX CUCTEM, -aHaNNTUYECKUX | MPUMEHSTb CUCTEMBI aHanmaa
B TOM uucre BbiGop cuUCTeM 3aLULLEHHOCTY
MeponpusTUI MO 3aLiuTe BrageThb:
MHGOPMaLIK HaBblkamum paboTbl C  OOHON 13
NMELLINXCS Ha pbIHKe
MHPOPMaLIMOHHO-aHaNNTUYECKNX
CUCTEM
OrlK-13 | CnocobeH npon3BoanTb Orl1K-13.4 | HactpauBaer, 3HaThb:
HACTPOMKY M obcnyxusaet un MHOPMaLIMOHHbIE UCTOYHUKM "
OGCHY)KVIBaHVIe BOCCTaHaBJ/IMBAET | gHanuUTu4eckue mMeToabl
KOMNOHEHTOB CpeacTea KOHKYpPEHTHOW pa3Beku, cuctemy mep
obecrieunBatoLLen Hactm 3aLLmThI NPOTUBOAENCTBUS  NPOMBILLIIEHHOMY
NHMOPMaLMOHHO- nHdopmauum Ha LUINMOHaXY, NHPOPMALIMOHHBIE
aQHaNUTUYECKMX CUCTEM BCeX 3Tanax TexXHONorMM B cncTeMe

Ha Bcex Tanax
YXM3HEHHOr0 LMKNa,
BCTPOEHHbIX CPEACTB
3alUTLI UHGOPMALIMK,
BOCCTaHaB/IMBaTb UX

XW3HEHHOIO
umkna
NHMOPMaLMOHHO
-aHaNUTUYECKNX
CUCTEM

WH(POPMaLIMOHHO-aHaNUTUYECKOro
obecne4veHns 6e3onacHocTH
YMETb:

ncnonb3oBaThb OopraHun3aunoHHbIe,




paboTocnocobHOCTb Npu
BHELUTATHbLIX CUTYaLMsIX

npaBoBble, MHXEHEePHO-TEXHNYECKHNE U

nporpammHoannapaTtHble MeToabl
3aWuTLl MHopMaLun

BnageTb:

HaBbIKaMK MCMorb30BaHNs

NHOPMALIMOHHbIX, KOMMBIOTEPHBLIX U
CeTeBbIX TEXHOMOMMN Kak CpeacTBOM
ynpaBreHust MHpopMauum

12. O6bemM AUCLUUNNUHDbI B 3a4eTHbIX eAMHMLax/yacax B COOTBETCTBUU C

y4eObHbIM nnaHom — 4/144,

Popma NpoMeXXyTOHHOM aTTecTalum 3a4eT C OLEHKOMN.

13. Bugbl y4e6HoM paboThl:

TpyaoeMKoCTb (Yachl)
Bua y4ebHon paboThl Mo cemecTpam
Bcero
7 cewm.
AyOUTOPHbIE 3aHATUSA 64 64
B TOM yucne: 32 32
nekumu
npakTnyeckme
nabopaTtopHbie 32 32
CamocTosaTensHaga pabota 80 80
3adver
WNtoro: 144 144
13.1 CopgepxaHue pa3gernoB AUCLUMIIUHDbI:
Ne | HammeHoBaHue pasgena
CopepxaHue pasgena gUCUUnIIvHbI
n/n ANCUMNIINHDI
Nekuun
NcTopnyeckune MOMEHTHbI dopmmpoBaHns Vb.
. | CocTtaBnstoLine MHAOPMALIMOHHON ©e3onacHocTw.
MoHATUA MHGOPMaLMOHHON o
[okTprHa mHdbopmaunoHHon 6esonacHoctn PO. Obwas
1.1 | 6e3onacHocTu (MB).
ctpyktypa WB. TpeboBanua no obecneyenno Wb.
Kntouesble Bonpockl UB.
Knaccudukaumsa sawutbl MHGopmMaumn. PaHxuposaHue
UT-yrposbl. Cneundumkaums nonen UB.
5 VIE Kputepun  knaccudpukaumm  yrpos UMb, Mogenw.
1.2 Mrﬂazla)glg:; n MeToAbl AnropuTMmbl aHanusa yrposbl U oueHkn WNB. OCHOBHblE
) BUAbl 3alLMLLLIAEMON NHAOPMALMN.
Poccurickoe 3akoHogaTenbctBo B obnactu Mb: 3akoHbl,
1.3 | MNpaBoBoe obecneveHne b
NOCTaHOBMNEHUS U ApYyrMe HOpMaTUBHbIE aKTbl.
YpoBHM nNporpamMmmbl  MHGOPMALNOHHOM Ge30MacHOCTMW.
MaTtemaTudeckme mogenu B peanu3auum KOHUEenuuu u
nporpammbl UB. Cuctembl 3awmtbl nHgopmaumn (C3U).
1.4 | NoctpoeHune cuctemol Nb rp P o " thopmaLim ( )
€HeTUYeCKUin anropuTM. AHanNn3 1 ynpaereHne puckamm
npy peanusaumm Wb, BawmTta wuHpopmauum B
NHPOPMAaLMOHHBIX CUCTEMAX U KOMMbIOTEPHBIX CETAX.
TpéxypoBHeBass MoAenb OueHKM 3awwmwérHocTn WC.
MHq)OpMa'-lbl”é’HHb'e TpebosaHus k apxutektype NC. CtanaapTsl. TexHonorum
15 cucreml (VIC) u KpunTorpaduyeckomn 3awmTbl MHpopmaummn. MexceTeBble
obecne4veHne nx .
6E30MaCHOCTY 9KpaHbl. 3awuwéHHble  BupTyanbHole cetn  VPN.
AHTMBMpYCHaa 3awmTta. Knaccudumkaums yrpos WC:




ceTeBble YepBW, BUPYCbl, TPOSIHCKME Nporpammbl U Npoyne
BPEAOHOCHbIE YTUMUTI.

CospaHue apxuTekTypbl
NHGOPMALIMOHHO-

AHanunTundeckme CUCTEMBI: npouecCbl U WMHCTPYMEHTbI.

1.6 OnucaHnue o6uwen cTpykTypbl. CteneHn NB. OcobeHHOCTH
aHanuUTU4eCKnX CUCTEM
NPUMEHEHUS N aHanu3a nHopMaLmu.
(MAC)
JTabopaTopHble paboTbl
YpOBHM nMporpaMmbl MH(OPMAaLIMOHHOM ©Oe3onacHoCTU.
MaTtemaTudeckne mogenu B peanu3auum KoHUenuum u
nporpammbl MIB. Cuctembl 3awutbl nHdopmaumm (C3WN).
2.1 | NocTtpoeHne cuctemol b Porp . op ( )
"eHeTu4eckMn anropntM. AHanu3 un ynpasreHne puckamm
npy peammsaumm Wb, 3awmta uHdpopmaumm B
NH(POPMAaLMOHHbBIX CUCTEMAX U KOMMbIOTEPHbIX CETAX.
TpéxypoBHeBass Mofernb OueHkM 3sawmwéHHoctn WC.
TpeboBaHusa k apxutektype VUC. Ctangaptbl. TexHonornm
MHd’OpMa'—ILIV'gHHb'e KpUNTOrpachuyeckon 3amTbl UHopMaLMK. MexceTeBble
2.2 cuctembl (IC) u 3KpaHbl. 3alWMwWéHHble  BupTyanbHble cetn  VPN.
obecneyeHme ux AHTMBMpYCcHaa 3awmTta. Knaccudmkaums yrpos WC:
6esonacHocTw. Py tvra. H yrp ’
ceTeBble YepPBU, BUPYCbI, TPOSIHCKME MpOrpamMmmbl 1 Npoyne
BPEAOHOCHbIE YTUNUTBI.
CospaHune apxuTekTypbl ]
AHanuMTMyeckMe CcucTembl: Mpoueccbl U UHCTPYMEHTHI.
NMHOPMaLMOHHO- .
2.3 OnucaHnue o6uwen cTpykTypbl. CteneHn NB. OcobeHHOCTH

aHalnnTn4YeCKnx cCuctem
(MAC)

npuMeHeHna n aHanmaa I/IH(bOpMaLI,VII/I.




13.2. Tembl (pasgensl) AUCLUMNIUHBI U BUAbI 3aHATUN:

Ne Buabl 3aHsaTMI (YacoB)
| HaumeHoBaHwve pasgena CamocTos
n/ Mpaktny | Jlabopato
OUCLUNNINHDI Jlekumn TenbHas | Bcero
n eckue pHble
paboTa

IMoHATUA MHGOPMaLMOHHON

01 | 6esonacHocTy (MB). 2 5 7
Kntoyesble Bonpockl UB.

02 Buabl yrpos b n metogbl nx 6 15 21
aHanmsa.

03 | MpaBoBoe o6ecneveHne NB 6 15 21

04 | MocTtpoeHue cuctemsl VB 6 10 15 31
MHdopmaLMOHHbIE CUCTEMBI

05 | (UC) n obecneyeHune nx 6 10 15 31
6e3onacHoCTW.
Co3spgaHune apxuTekTypbl

06 | MHOPMaLIMOHHO- 6 12 15 33
aHanutnyeckux cuctem (MAC)

Wtoro 32 32 80 144

14. MeToan4yeckmne ykasaH1MAa Ans ody4aroLWmxca Nno 0OCBOEHUIO AUCLUNIIUHDbI:

B npouecce 0CBOEHUA AUCUMMNMANHBLI CTYAEHTbl AOSMKHbI MOCETUTb NEKUUOHHbIE U
nabopaTopHbIe 3aHATUS U coaTb 3a4€ET.

YKasaHus Onsi OCBOEHUSA TEOPEeTUYECKOro U MpakKTUYECKoro matepuana u caaudu
3ayéra:

1. OO0sizaTenbHOE MOCELleHNEe MEKUMOHHbIX W NabopaTopHbIX 3aHATUMA MO
ANCUMNIIMHE C KOHCMEKTMPOBaHMEM M3flaraemMoro npenogasaTenieM martepuana B
COOTBETCTBUM C pacnucaHnem 3aHsaTumn.

2. TlonyyeHne B OMBNMOTEKE peEKOMEHOOBaHHOM Yy4yebHOW nuTepaTypbl W
3IEKTPOHHOE KOMMpoBaHMe paboyern nporpaMmbl C METOAMYECKMMN peEKOMEHOAUNSMN,
KOHCMeKTa Nekunn.

3. KonvpoBaHue (3NeKTPOHHOE) MepeyvHs BOMPOCOB K 3a4€Ty MO AUCUMMMNHE, a
TaKKe Cnucka pekoMeHO4OBaHHOM nNuTepaTypbl N3 paboyen nporpamMmmbl AUCLMUMINHDI.

4. Tpwn nogrotoBke K nabopaTopHbIM 3aHATUAM MO AUCUUNINMHE Heobxoaumo
M3y4nTb PEKOMEHAOBAHHbLIA JIEKTOPOM Martepuarn, umMeTb npu cebe KOHCnekTbl
COOTBETCTBYHOLMX TEM U HEOOXOANMBIN CNPaBOYHbIA MaTepuarn.

5. PekomeHgyeTca cnegoBaTb COBETaM JEeKTOpa, CBs3@aHHbIM C OCBOEHWEM
npegnaraeMoro marepuana, nMpPOBECTU CaMOCToATENbHbIN WHTEpHET — nouck
nHopmauun  (Bugeodbamnos, dannos-npeseHTauun, ¢annos ¢  y4ebHbIMK
nocobusmMmn) No KNio4eBbIM CNOBaM Kypca 1 03HAaKOMUTBCH C HANAEHHON MHAOPMaLMEN
npwv NOArOTOBKE K 3a4€Ty NO AUCUMUNIIVHE.

6. CTymeHT pgonyckaetcs K coadve 3a4yé€Tta, €Cniv MMEEeT Ha pyKax KOHCMNEKT
OCHOBHOIO TEOpeTUYecKoro martepuana C pa3dopoM OCHOBHbIX TWUMOBLIX 3adad,
MMeeTCs 3a4€T No KOHTPONbHOW paboTe.




15. NepeyeHb OCHOBHOW M AONONTHUTENBLHOM NUTEpPaTypPbl, PECYPCOB UHTEPHET,
Heo6xo0AMMbIX AN OCBOEHUSA AUCLMUNNUHbBI:

a) OCHOBHasi nuTepartypa:

Ne
NcTOoYHMK
n/n
1 Fony6, Bnagumup AnekcaHgpoBu4. VMiHdpopmMaumoHHas 6e30nacHOCTb KOMIMbIOTEPHbIX
cucteMm. 3awmTta uenoctHoctn nHgopmaumm / B.A. N'ony6.— Boponex: JIOMN BI'Y, 2006.— 31 c.
5 CmupHoB, Cepren HukonaeBu4. beszonacHocTs cuctem 6a3 gaHHbix / C.H. CmupHoB.— M.
"ennoc APB, 2007.— 350 c.
AcTtaHuH, UBaH KoHcTaHTMHOBMY. 3awuTa nidopmauum / UK. ActaHuH, H.WN. ActaHnH.—
3 :
BopoHex: BopoHex. roc. yH-T, 2006.— ¢.169
4 MenbHukoB, Bnagumup MaBnoBuy. MHopmaumnoHHas 6e3onacHOCTb U 3alumTta nHgopmauum
/ B.IN. MenbHukos, C.A. KneiimeHoB, A.M. lMetpakoB.— M.: ACADEMIA, 2006.— 330 c.

6) gononHUTENbHAA nuTeparypa:

Ne
NCTOYHMK
n/n
5 Fanuukun, Anekcangp BnagumupoBuy. 3awmta nHdopmaumm B CETU - aHanu3 TEXHONOMMN U
cnHTes pewweHun / A.B. Manunukmin, C.[0. Ps6ko, B.®. WaHbrnd.— M.: OMK Tpecc, 2004.— 613 c.
6 3aBropogHun, Buktop UBaHoBu4. KomnnekcHas 3awmTa MHopMaLmmn B KOMMbIOTEPHbIX
cuctemax: YuebHoe nocobue ans ctya. Bysos / B.M. 3aBropogHun.— M.: Jloroc, 2001.— 262 c.
7 FranpamakuH, Hukonam AnekcaHgposuy. ABTOMaTU3MpOBaHHbIE MHAPOPMAaLMOHHBLIE CUCTEMDI,
6a3bl 1 6aHkKn ganHHbix / H.A. Mangamakuid.— M.: T'envoc APB, 2002.— 367 c.
Mu3uH, U.A. ABTOMaTU3NpoBaHHble cucTembl ynpasneHns. OCHOBbI TEOPUN MHEPOPMAaLMOHHbBIX
8 cuctem / I.A. MuauH, J1.C. YpuHcoH, I'.K. XpameLumH; MOCKOBCKUIA UHCTUTYT pagnoTEXHUKM,
3NEKTPOHUKM 1 aBToMaTukn.— M., 1971.— 173 c.
9 ApouykuH, B. U. Be3zonacHocTb nHdopmaumoHHbix cuctem / B. N. ApouknH.— M.: Ocb-89, 1996.—
318 c.
Kpyrnoe, Bnagumup BacunbeBuu. VIHTennekTyanbHble MHOOPMALUNOHHbIE CUCTEMBI:
10 KomnbtloTepHas nogaepxka CUCTEM HEYETKOM NOrmku 1 HeveTkoro BeiBoaa / B.B. Kpyrnos, M.W.
Onn.— M.: dusmarnut, 2002.— 254 c.
8 xambpyHo, Mapk. TpexmepHas rpadpuka n aHumauus / M. xamb6pyHo.— M.:
Bunbamc, 2002.— 638 c.
9 HukynuH, E.A. KoMnbloTEpPHasi reomMeTpus U anropuTMbl MaLUMHHOW rpadonku /
E.A. HukynuH.— CTI16.: BXB-Cankt-lNeTtepbypr, 2003.— 550 c.
10 UeaHoea, T.M. Jone4yaTtHas nogrotoeka. KomnbtoTepHasa obpaboTka
nHgpopmauum / T.M. eanHosa.— CI16.: lNutep, 2004.— 366 c.
11 MaHkpamoea, TambsiHa BnadumupoeHa. O6paboTka undpoBbIx doTorpaduii

/ T.B. MNaHkpatoBa.— CI16.: Nutep, 2006.— 271 c.

B) MH(OPMaLMOHHbIE 3NIEKTPOHHO-06pa3oBaTebHbIE PECYPChI:

Ne
NcTouHmnK
n/n
1 AnekmpoHHbIlU kKamasioe HayuyHou 6ubnuomeku BopoHexckoeo
e2ocydapcmeeHHoz20 yHugsepcumema. — (http // www.lib.vsu.ru/)
13 LokymeHnmauus no omkpsimomy 10O: http://opengl.org.ru, http://inkscape.paint-

net.ru, https://inkscape.org/ru/, http://www.gimp.org, http://docs.gimp.org/2.8/ru/

16. lMepeyeHb y4eOHO-meTOAMYECKOro obecne4vyeHUss AONA CaMOCTOATENIbHOM
paboTbl:

Kypc OucuMnnuHbl MOCTPOEH TakumM o6pa3oM, YTOObl MO3BOMUTL CTyAEHTaM

NPOSABUTb CMNOCOBHOCTb K CaMOCTOATENbHON paboTe. [ns ycnewHon camoCcToOATENbHON



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%93%D0%BE%D0%BB%D1%83%D0%B1,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%A1%D0%BC%D0%B8%D1%80%D0%BD%D0%BE%D0%B2,%20%D0%A1%D0%B5%D1%80%D0%B3%D0%B5%D0%B9%20%D0%9D%D0%B8%D0%BA%D0%BE%D0%BB%D0%B0%D0%B5%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%90%D1%81%D1%82%D0%B0%D0%BD%D0%B8%D0%BD,%20%D0%98%D0%B2%D0%B0%D0%BD%20%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B0%D0%BD%D1%82%D0%B8%D0%BD%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%9C%D0%B5%D0%BB%D1%8C%D0%BD%D0%B8%D0%BA%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%9F%D0%B0%D0%B2%D0%BB%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%93%D0%B0%D0%BB%D0%B8%D1%86%D0%BA%D0%B8%D0%B9,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%97%D0%B0%D0%B2%D0%B3%D0%BE%D1%80%D0%BE%D0%B4%D0%BD%D0%B8%D0%B9,%20%D0%92%D0%B8%D0%BA%D1%82%D0%BE%D1%80%20%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7656&TERM=%D0%93%D0%B0%D0%B9%D0%B4%D0%B0%D0%BC%D0%B0%D0%BA%D0%B8%D0%BD,%20%D0%9D%D0%B8%D0%BA%D0%BE%D0%BB%D0%B0%D0%B9%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7648&TERM=%D0%9C%D0%B8%D0%B7%D0%B8%D0%BD,%20%D0%98.%D0%90.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%AF%D1%80%D0%BE%D1%87%D0%BA%D0%B8%D0%BD,%20%D0%92.%20%D0%98.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7537&TERM=%D0%9A%D1%80%D1%83%D0%B3%D0%BB%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%92%D0%B0%D1%81%D0%B8%D0%BB%D1%8C%D0%B5%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%94%D0%B6%D0%B0%D0%BC%D0%B1%D1%80%D1%83%D0%BD%D0%BE,%20%D0%9C%D0%B0%D1%80%D0%BA%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%9D%D0%B8%D0%BA%D1%83%D0%BB%D0%B8%D0%BD,%20%D0%95.%D0%90.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%98%D0%B2%D0%B0%D0%BD%D0%BE%D0%B2%D0%B0,%20%D0%A2.%D0%9C.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=2110&TERM=%D0%9F%D0%B0%D0%BD%D0%BA%D1%80%D0%B0%D1%82%D0%BE%D0%B2%D0%B0,%20%D0%A2%D0%B0%D1%82%D1%8C%D1%8F%D0%BD%D0%B0%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus
http://www.lib.vsu.ru/%29
http://opengl.org.ru/
http://inkscape.paint-net.ru/
http://inkscape.paint-net.ru/
https://inkscape.org/ru/
http://www.gimp.org/
http://docs.gimp.org/2.8/ru/

paboTbl npeanonaraetcs WHTEPaKTUBHbIA  guanor ¢ npenogasaTenem,
OCYLLECTBNSAEMbIN C NOMOLLLIO yAANEHHON CBA3M Yepes3 MHTEPHET.

CamocTtosTenbHasa pabota cTtyaeHTa-6akanaBpa, npexae BCero, 3akniovaTrcs B
N3y4yeHUn nNuTepaTypbl, AOMOMHALWEN MaTepuan, u3naraembli Ha Nekumm n B xope
nabopartopHbix pabot. Heobxogumo oBnagetb HaBblkamu Gubnuorpaduyeckoro
noMCKa, YMETb HaxoauTb MNOAXOAdALME WUCTOYHUKW, TBOPYECKM W KPUTUYECKU
nepepabatbiBaTb MHOPMALMIO, HAYYUTLCA ONpeaenaTb METOAbl MCCNeLOBaHNN.

17. UHcpopmMaLMOHHbIE TeXHONOrMMu, Ucnonb3yemMmble ANs peanu3auumn y4yeo6HOWM
OUCUMNIUHBLI, BKIlOYas nporpamMmHoe obecneyeHne U UHEPOPMaALMOHHO-
cnpaBoOYHble CUCTEMbI (MNP HEOBXOANUMOCTH)

OcyulectBnaeTca WHTepakTMBHas CBA3b C npenogasaTenemM 4Yepes ceTb
WHTEPHET, MpPOBOAATCA WHOMBUAYyallbHble OHMAWH KOHCYyNbTauunm W npoBepka
KOHTPOSIbHbIX paborT.

JNNaBopaTtopHble paboTbl OCYWECTBNATCA C ucnonb3oBaHem OBM u
npuknagHoro MO.

18. MaTepumanbHO-TEXHUYECKOE obecneyeHne AUCLUNIUHDI:

Y4yebHble ayautopumn Ans npoBeAeHUst NEKUMOHHBLIX U MPaKTUYEeCKUX 3aHATUMN.
KoMnbloTepHble Knaccbl AN BbINOMHEHUS MHAMBUAOYaNbHbIX 3a4aHW, OCHALLEHHbIE
NUUEH3NOHHBIM 1 CcBOBOOHO pacnpoCTpaHsEMbIM MNPOrpaMMHbIM  obecneyeHnem:
Windows 7 unun 10, Gimp, Inkscape.

19. OueHo4HbIe cpeacTBa AN NPOBeAeHUA TEKYLeNn U NPOMEXYTOYHOMN
aTtrecTauum

MopAnokK OLEeHKN 0CBOeHMS obydatowmnmes y4eGHOro MaTepuana onpeaensercs
coep)XaHMeM crieayLmx pa3aenos AUCLUUNINHBIL:

n
Ne | HaumeHoBaHnue pasaena | KomneTeHum ;&%ﬂgﬁlﬁ;’) OleHOuHbIe CpeacTEa
n/n ancumnnuHel (Moayns) Aa(un) KOMIETEHLINM
MoHATUA oMK -6 OlK-6.2,
MHOPMALIMOHHOW e OrK-11.2,
- Onpoc
1| 6esonacrocT (VIB). %IHKKllé OMK-13.4 P
KntoveBble Bonpockl UB.
OrlIK -6, Or1K-6.2, KoHTponbHasa paboTa
5 Buapl yrpos Vb n OnK-11, OMK-11.2,
MeToAbl X aHanun3a. ONK-13 OMK-13.4
Orl1K -6, Orl1K-6.2, Onpoc
3 DEaBOBoe obecneveHne OnK-11, OMK-11.2,
OrlK-13 OrllK-13.4
OrliK -6, Orl1K-6.2, Onpoc
4 EECTpoeHme CUCTEMBI OnK-11, OMK-11.2,
OrlK-13 OrllK-13.4
MHopmaunoHHble OnK -6 OlK-6.2, KoHTponbHas pabota
cuctemsbl (UC) n e OnK-11.2,
5 OrK-11, OrK-13.4
obecneyeHne nx :
OrlK-13
©e30nacHoOCTW.
CosgaHve apxuTeKkTypbl OnK -6 OrlK-6.2, Onpoc
MHOPMALIMOHHO- e OrK-11.2,
6 OrK-11, OrK-13.4
aHanuUTUYeCKNX CUCTEM OMK-13 .
(MAC)
[pomexyToyHasa aTTectaums KM
dopma KOHTPOIS — 3a4eT C OLLEHKOMN




20 TunoBble OLUEeHOYHbIe CpeacTBa U MeToAnYeCcKMe MaTtepuansl, onpegensioLwme
npoueaypbl oueHUBaHUsA

MpumepHbIN NepevYeHb BONPOCOB K 3a4eTy

OcHOBHbIE MOHATUSA 3aLLUTbI MHGOPMaUMN 1N MHpopmaLMoHHON 6e30NacHOCT!.
AHanus yrpo3 nHpopmaumoHHon 6e3onacHocTu.
Mogenb ISO/OSI n ctek npotokonoe TCP/IP.
Mpobnembl 6e3onacHocTn IP-ceTen.
Yrpo3bl 1 yA3BMMOCTW MPOBOAHbLIX KOPNOPaTUBHBLIX CETEN.
Yrpo3bl 1 yA3BUMOCTW NPOBOAHBLIX 6ECNPOBOAHBIX CETEN.
Cnoco0bbl 0becneyeHnst UHPOPMAaLIMOHHOM ©6e30MacHOCTH.
MyTn peweHnsa npobnem 3awunTbl B UHPOPMALMOHHbBIX CETSX.
CTpykTypa nonutmnkn 6e3onacHocTu.
. basoBas nonuTtuka 6esonacHoCTM.
. CneunanunsnpoBaHHble NonUTUKN 6e3onacHocTu.
12. Npouenypbl 6e3onacHocTL.
13. CtangapTbl MHpOpMaLUMOHHON 6e30MacHOCTM U UX POfb.
14. Ctangaptbl ISO/IEC 17799:2002.
15. Ctangapt BS1 (FT'epmaHus).
16. MexgyHapogHbin ctaHgapt 1ISO 15408.
17. CtangapTbl 6e3onacHoOCTM 6ecnpoBOAHbIX CETEMN.
18. CtangapTbl MHpopMaumoHHon 6e3onacHocTh B IHTepHeTe.
19. CrangapTbl 6e30nacHOCTM MHAOPMALMOHHBIX TEXHONormn PO.
20. OCHOBHbI€ NOHATUA KpMnTOorpadumn.
21. CUMMETpUYHbIE KPUNTOCUCTEMBI LULMGPOBAHUS.
22. ACUMMETpPUYHbIE KPUNTOCUCTEMbI LLMGPOBAHMS.
23. KombuHupoBaHHas KpuntocucTema LungpoBaHus.
24. OcHOBHbIE Npoueaypbl LMPOBOM NOANNCH.
25. YnpaBneHue KpunToknio4amu.
26. Knaccudumkaums kpuntorpadpuyeckmx anroputMos.
27. OcHOBHble MeToAbl ayTEHTUUKALMN.
28. MexceTteBon akpaH. dunbtpauna Tpaduka. NpuknagHom LWNH3.
29. BuptyanbHas ceTb VPN. Cpeactea obecnedeHnss 6e3onacHoCcTu.
30. AHanus 3alnLLEHHOCTN 1 0BHapyxeHne atak. KoHuenunsa agantTmeHOro ynpasneHus.
31. CpeactBa aHanmsa s3awmwéHHoctn OC.
32. Knaccudmkaumsa cuctem obHapyxeHust atak IDS.
33. Knaccudmkaumsa koMnboTEPHbIX BUPYCOB.

©oNoGO kA ODNE

el =
[N )

Mpumep npakTUYeCKNX 3agaHumn

Ne1. MpmBecTn Nnpumep AEUCTBUA aTakyroLero u cnocod 3awmTbl OT atakn «man-in-the-
middley.

Ne2. MpueecTn Nnpumep CTPYKTYpbl 1 (PYHKLMOHANLHOCTK cTeka npoTokonos TCP/IP.

Mpumep KOHTPONbLHO-U3MEpPUTENBLHOro MaTepmuana

1. AHanus yrpos nHgpopmaunoHHon 6e30nacHOCTH.



2. MexgyHapogHbini ctaHgapT 1ISO 15408.
3. [llpuBecTtn npumep CTPYKTYpbl 1 PYHKLUMOHANBLHOCTK cTeka npoTtokosioB TCP/IP.

TpeOoBaHMs K BHINOJHEHUIO 32IaHU I, IIKAJIbI 1 KPUTEPUHU OLIEHUBAHUS

YpoBeHb

- LWkana
Kputepun oueHnBaHus KomneTeHunin C(bOpMVIpOBaHHE)CTVI OLIEHOK
KOMNeTeHUNN
[ocTaToyHOe BrageHve maTepuanom:
npaBunbHble M KOHKpeTHble, ©6e3 | Moporosbin
rpyObIX OLWMOOK OTBETbI HA OCHOBHbIE | YPOBEHb U/UNN 3auTteHo

BOMpPOCHI, C BO3MO>XHbIMU | BblLLIE NMOPOroBoro
HETOYHOCTAMMU B OTAEJIbHbIX OTBETAX;

lMnoxoe BnageHne maTtepuanom: oTBeT

Hwxe noporosoro
HeBepeH, OTCYyTCTBME OpueHTauuu B DOBHS: HesauteHo
npegmete y




